NEG Attack #74

[H 4 N =B L CTH Y, AL F—EfI22HICKE WIER & 2> Tn 3]
Homeland Security, 2015

“The number of cyber incidents increased by 20% from 2014, and the energy sector had become t

he second largest target.”
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FY 2015 Highlights and Accomplishments

* The President on the NCCIC Watch Floor: On January 1 lel
13, 2015, the President of the United States visited D
the NCCIC watch floor to discuss his proposal for new we
cybersecurity legislation. In his 10-minute speech, the (N,
President emphasized that cyber threats pose an enormous als¢
challenge to the Nation and highlighted the need for Sys
greater trust and information sharing and collaboration “ Tei
between the government and the private sector. -

* ICS-CERT Runner-up for Industry Award: In Thi
May, ICS-CERT was announced as runner-up for the gui
12th Annual US. Government Information Security gra
Leadership Awards (GISLA) Community Awareness The
Award. ICS-CERT received the runner-up GISLA award off
for its Action Campaign to educate CI asset owners . CS
about the BlackEnergy and Havex malware threat. T

* Incident Response: In FY 2015, ICS-CERT responded CS1
to 295 cyber incidents. This represented a 20 percent late
increase over FY 2014.The Critical Manufacturing im)
Sector nearly doubled to a record 97 incidents, ass
becoming the leading sector for ICS-CERT in FY 2015. dis
The Energy Sector had the second most incidents with « NC
46 incidents, and the Water and Wastewater Systems Flc
Sector was third with 25. opt

* Vulnerability Coordination: ICS-CERT handled 486 its
vulnerabilities. The vulnerability coordination team also Per
reduced the average number of days to close a ticket opt
from 108 days in 2014 to 55 days in 2015 and closed ¢ Go
76 percent of tickets that have been open over 365 days. wib

* Assessments: ICS-CERT conducted 112 onsite hav
cybersecurity assessments across eight of the 16 CI ICS

sectors in 22 states and Washington, D.C. Of these Ad



